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OGC Has Reviewed 

8 NOV 1977 


MEMORANDUM FOR: General Counsel 

FROM: Robert W. Gambino 

Director of Security 

SUBJECT: Review of "Intelligence Activities and 

Individual Rights" Draft 


1. This Office has reviewed, in the limited time afforded 
it, the Draft entitled "Intelligence Activities and Individual, 
Rights." There are certain concerns and questions which have 
become evident from this review and these are detailed in the 
commentaries which are provided in the subsequent paragraphs. 

a. Page 14, (c)(5) No alien lawfully admitted 
for permanent resident (as defined in section 101(a) 

(20) of the Immigration and Nationality Act) who has 

.applied for United States citizenship may be recruited 
as a covert human source by an entity of the Intelligence 
Community of the United States. 

Comment : While this Office fully understands the 

intent of (5), there are definite questions presented 
regarding its applicability to necessary defector handling 
defector debriefings, etc. This Office believes that 
these questions must be clarified. 

b. Page 15, (c)(1) Personally identifiable infor- 
mation about a United States person shall be sealed 
within seven years, unless such information is evidence 
of a specific act in violation of law or appears on its 
face necessary to another authorized national foreign 
intelligence or foreign counterintelligence activity. 

Comment: This Office questions the prudence of "sealing" 

such information as mentioned in this section and else- 
where, and wonders why "seven years" is the chosen period 
of time. Elsewhere it is stated that material can be 
unsealed for compelling reasons. This Office desires a 
precise defining of those "compelling reasons." 
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c. Page 15, section 206(d)(1) Information 
about a United States person may be used or 
disseminated (followed by nine conditions) . 

Comment: A literal interpretation of provisions 

(A) through (J) would seriously limit our use of 
the National Agency check as an investigative 
tool. It would appear that this Office could 
conduct no checks without permission of the 
person concerned. This would eliminate our 
support to DDO in the processing of Operational 
Approvals . . The entire section appears to be in 
contradiction with other provisions of the draft, 
and without clarification is confusing to the 
point tha,t this Office can only suggest a 
complete revision to specify legal intent. 

, Page 19, section 207(g) No entity of 

the Intelligence Community may employe;? a false 
identification or other "pretext" technique to 
conceal from a United States person the govern- 
m®rit affiliation of an employee or contractor 
of the Intelligence Community, except under 
regulations promulgated by the Director with 
the approval of the Attorney General. 


ISTATINTL 


of the Intelligence Community. This Office 
wishes to note that portion which states that 
these arrangements can be approved under 
regulations promulgated by the Director with 
the approval of the Attorney General and to 
strongly urge that immediate action be taken 
to effect such approval. 


2 . 

portions 

review. 

critical 


This Office also reserves full acceptance of all other 
and sections because of the limited time available for 
It is the position here that there could be some very 
hidden problems in this draft. 
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MEMORANDUM FOR: General Counsel 

FROM: Robert W. Garabino 

Director o£ Security 

SUBJECT: Review of •'Intelligence Activities and 

Individual Rights" Draft 


1. This Office has reviewed, in the limited time afforded 
it, the Draft entitled "Intelligence Activities and Individual 
Rights." There are certain concerns and questions which have 
become evident from this review and these are detailed in the 
commentaries which are provided in the subsequent paragraphs. 

a. Page 14, (c)(5) No alien lawfully admitted 
for permanent resident (as defined in section 101(a) 

(20) of the Immigration and Nationality Act) who has 
applied for United States citizenship may be recruited 

as a covert human source by an entity of the Intelligence 
Community of the United States . 

Comment : While this Office fully understands the 

intent of (5) , there are definite questions presented 
regarding its applicability to necessary defector handling 
defector debriefings, etc. This Office believes that 
these questions must be clarified. 

b. Page 15, (b)(2) No personally identifiable 
information about the political beliefs or associations, 
or private lives, of United States persons shall be 
maintained, except such information as is clearly 
necessary for an authorized national foreign intel- 
ligence or foreign counterintelligence activity. 

Comment : This Office assumes that the political beliefs 

or associations do not preclude the maintenance of 
records regarding individuals who belong, or have 
belonged, to the Communist Party, the Weathermen, Students 
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for a Democratic Society an.d similar type organizations. 
If such information is precluded, then the efficacy of 
this Agency's clearance process is in grave jeopardy. 

c. Page 15, (c)(1) Personally identifiable infor- 
mation about a United States person shall be sealed 
within seven years, unless such information is evidence 
of a specific act in violation of law or appears on its 
face necessary to another authorized national foreign 
intelligence or foreign counterintelligence activity. 

Comment: This Office questions the prudence of "sealing" 
such information as mentioned in this section and else- 
where, and wonders why "seven years" is the chosen period 
of time. Elsewhere it is stated that material can be 
unsealed for compelling reasons. This Office desires a 
precise defining of those "compelling reasons." 

* 

d. Page 19, Section 207 (g) No entity of the 
Intelligence Community may employ a false identification 
or other "pretext" technique to conceal from a United 
States person the government affiliation of an employee 
or contractor of the Intelligence Community, except under 
regulations promulgated by the Director with the approval 
of the Attorney General. 


STATINTL 


Office wishes to note that portion which states that 
these arrangements can be approved under regulations 
promulgated by the Director with the approval of the 
Attorney General and to strongly urge that immediate 
action be taken to effect such approval. 

2. This Office also reserves full acceptance of all other 
portions and sections because of the limited time available for 
review. It is the position here that there could be some very 
critical, hidden problems in this Draft. 


Robert W. Gambino 
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INTELLXGEITCE ACTIVITIES \ •- ; ' 

AND INDIVIDUAL RIGHTS 

■ : -SHORT TITLE " .... *. : - 

* " ^ 

Sec , 201- This title yaky be cited as the tr Intelligence Acti- 
vities and Individual Rights Act of 1977 . f> 

STATEMENT OF PURPOSES 

Sec, 202. It is the purpose of this Act — 

(1) to insure that the intelligence activities of the 

‘United States do not Infringe upon or violate rights protected * 
by the Constitution or laws of the United States; — 

(2) to establish standards and procedures for Intelli- 
gence activities affecting the rights of United States persons; 

(3) to provide fair and effective safeguards against? - 

intelligence activities which may violate rights protected by 

the Constitution or laws of the United States. ; '• 

DEFINITIONS " ’ 1 H .’V ■ . ’ 

Sec, 203, (a) Except as otherwise provided In this section, 

the definitions In Title X, the National Foreign Intelligence 
Act of 1977, shall apply to this title- V- - ■ ‘ ‘ - 

(b) As used in this title — 

(1) The term "agent of a foreign power 1 * means — 

(A) Any person who — - : .* 

(I) knowingly engages In clandestine intelli- 
gence activities for or- on behalf of a foreign power, 
which activities involve or will involve a violation 
of the criminal statutes of the United States; 

(II) knowingly engages in activities that 
involve or will involve sabotage or terrorism for or 
on. behalf of a foreign power; 

* *■ 

(ill) conspires with or knowingly aids or abets 
any person, knowing that such person as engaged in 
activities described in subsections (E)(1) -(rr) aoovs 
in the activities specified therein; or. _ : 'A, 
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(iv) pursuant; to the direction of- y an 
intelligence service or intelligence network of " - 

a foreign power, knowingly collects or transnitc 
information, or material to an intelligence service - 

or iiit-G-C-kigc.uLC.c. ixetworx of a foreign power m s . 
manner intended to conceal the nature of such infor- 
mation or material or the fact of such transmission 
or collection, under circumstances which indicate * - 
the transmission of such information or material ■ . 
would he harmful * to the security of the United States 
or that lack, of knowledge by the United States of - h - 
such collection or transmission would be har mful to s V-‘;-;V" 
the security of the United States. V ' 1 ^Jy ~ ' 

(B) Any organization substantially directed and v ^ : 

controlled by parsons engaged in the activities specified - V' '■>— 
in subsections (B) (i)-(iv) p/y'/ y.- //'V-.vV' V/y ; ; 

(2) The term ‘'covert human source" means an under coyer 
• agent or human source of information who is secretly paid or ^ ‘ ’ 


otherwise directly controlled by an entity of the Intelligence 
Community of the United States/ . ■ y *' / ; -V V' 


(3) The term "covert investigative technique" means *— 'O 

(A) review of bank, credit, and telephone records; - > /-“V;..- 

(B) review of medical and social history records and of 


confidential records of private institutions and of Federal 
State, local, and foreign government agencies (other than "'V 
intelligence or law enforcement agencies) ; . - 

(C) review of tax returns and tax- related information.' - 
pursuant to the provisions of section 6103 'of the Internal 
Revenue Coda; 

(D) electronic surveillance where 'at least one party to 

the communication has given prior consent to the interception, 
of the communication; and - 
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(10) The term /'records reviews” means review of any ‘‘ 

records of private institutions and of Federal,. State, local* - 
aad government agencies (other:, than intelligence or 

law enforcement agencies) which are not confidential _ 

(11) ine term "sabotage 11 means activities which would - 
be prohibited by Title 18, United States Code, chapter 105^ 

if committed against the United States. 

(12) The term to seal" means to retain information which ~ 
identifies a particular person and entries in a general name - - ' 
inda^:, but to restrict access to' such information and entries " 

to compelling circumstances. /.V - V ' ‘ : ; 

(13) The term "target 1 * means — .Y- \ ; ; ■ : v . 

(A) a person who is, or is likely to become* the object:^-’ 
of a recruitment effort by an agent of • a' foreign power; , 

(3) information, property, or. activities in the United.^?. 
States which are or are likely to become the object of - i : _~ 
terrorism, sabotage, or clandestine intelligence activity byhr t 
an agent of a foreign power. , ■ ■ 'lyf- 

(14) The term "terrorism” means activities which' y" 

(A) are violent acts or acts dangerous to human. life * 
v/hich would be criminal under the laws of the United States 
cr of any State if committed within 'its jurisdiction- "and 

(B) appear to be intended -- v v.\' ■ 

(i) to intimidate or coerce the civilian population* 

(ii) to influence the policy of a government: 

intimidation or coercion, or ■ ; . f-hi . ‘ 

(ij.i) to anect the conduct of a government by 
assassination or kidnapping. , v v 

The term bnited States when used in a geo gran hie. sen se 
means all areas under the territorial sovereignty of the United 

States, the Trust Territory of the Pacific Islands, and the Canal * - 
Zone . . ' .■ 
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FOREIGN COUNTER. INTELLIGENCE ACTIVITIES 


Sen. 704(a) (I) . Foreign counterinCelli^ence actrinrliias " 
authorized under Title ;I may ba ; directed against United States 

n - . .. " - m 

persons only in accordance with the provisions of this section. 

(2) Foreign counterintelligence activities directed 
against United States persons shall include — - 

(A) - the conduct of foreign counterintelligence 
investigations within the United States to detect 
sabotage, terrorised, or clandestine intelligence acti- ' 
vities by an agent of a foreign power; -fv ';\V-’d ; . .r -r 4 

(B) the conduct of inquiries within the’ United -r - i tir 
States regarding targets of an agent of . a foreign power; - 

(C) the conduct , of inquiries within the United States - 

regarding persons who are being considered as sources of ■■ 
assistance in ,the conduct of foreign counterintelligence . 
investigations; . v. - ' '* ‘ u '• z *2-r‘ 

(D) the intentional collection of information out- r. 

side the United States relating to the detection ’■ of sabotage 
terrorism, or clandestine intelligence activities by an - --> 
agent of a foreign power and relating' to the ; protection ~ " 

of national security information from disclosure to a ”'*> 
foreign power. y.* Vlt-.' .. 

(3) No agency of the. Intelligence Community shall, under " 

any circumstances initiate foreign counterintelligence activities 
solely upon information that a United States person is engaging - 
in activities protected by the First Amendment to ■ the Con- ‘ 
stitutian of the United States; ' , r \ : 

(4) If any official or employee of an agency of the Intel- 
ligence Community has any reason to believe that foreign 
counterintelligence activities - may be initiated in violation of 
the requirements of paragraph (3), he shall bring the activities 
to the attention of the Attorney General or his delegate for 
review and authorization on the basis of a written finding by 
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the Attorney General or his t delegate that the requirements 
of paragraph (3) are satisfied. - . - 

(h)(1) A foreign' counterintelligence investigation. ' 

directed against a United States person within. the United 
States nay be initiated only in accordance with the provisions 
of this subsection. - 

t ‘ 

(2) A preliminary foreign counterintelligence investi- 
gation may only be initiated upon a specific and credible , 
allegation or specific and credible information that a United 
States person, is, or may be, an agent of a foreign power//.//-:/.; /“ 
A preliminary investigation of a United States - person shall.be : / 
terminated not later than 120 days after the date of initiation/ 1 " i 
unless the Attorney General or his delegate makes a written 
finding that further investigation is justified on the basis : ^^ 
of facts or information obtained during the investigation, ” //////h 


Such further investigations may not exceed ninety days, 

(3) A full foreign counterintelligence investigation may // 
only be initiated upon reasonable suspicion that a United States 
person is an agent of a foreign power. A full investigation ^//// 
of a United States person shall be initiated only with the /////££; 
prior written approval of the Attorney General or his delegate/ 
Such an investigation shall be terminated not later than one /-= /// 
year after the date of initiation, unless the Attorney General /:? r: 
or his delegate makes a written finding that there, is probable //, 
cause to believe that the person is an' agent of a foreign "- /'///^ 
power or that the person’s activities pose a substantial 
likelihood of harm to the security of the United States. Full ; 
investigations which continue beyond one year shall be reviewed 
at least annually by the Attorney General or his delegate to - 
determine whether the requirements for continued investigation - 
are still met., . - / - 

(c) (1) . A preliminary foreign counterintelligence invasti^ 
gation may involve, when necessary for .‘the investigation, th^ ^ 
use of — • ■■ ... ■' /'■ 
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(A) overt: techniques’ and nace checks; : 'V' - . -yV’t 

(B) physical and photographic surveillance; " ■ 1 

(C) record reviews; and ‘ % : - 

(D) inquiry of previously established covert huoan source 
Except as provided in paragraphs (3) and (4) , a f ulL ' ' 

roceiga. counterintelligence., investigation under this section ma r 

involve, when necessary for the investigation,’ the use of ' 

(A) techniques authorized for preliminary’ investigations 
in paragraph (1) above; I : ..'f.';-’:- : 

(3) targeting or covert human sources ; ' ‘ 

(C) covert investigative techniques; t : . ' • fl '' I/, > 

CD) electronic surveillance , as defined In Title * .v- - ' -i. ' 
the Foreign Intelligence Surveillance Act, and in 'accordan^f^v; 
with the standards and procedures’ of tha t Act; \ 'V. 

C3,. Xvnere the subject of a foreign, counterintelligence invasefj 
gation joins or participates in the activities of aa ^ organization. I 
which is not a foreign power, the investigation shall' h& limi ted, t m * 
cetertuning snd reporting activities of the subject. The £ n. va s tfga— 
ti on snail exclude the normal activities of the organization , ’ other 
team ef torts of the subject to influence or control the orgaaizsti.cn 
Covert human sources may not join or participate ih ' the acUvx h.es 7 
of che organization without the prior approval of the Attorney . i ' r 
Geaer^l or his delegate. • ^ * - * '■ ’ : ‘ I , ' v -:\ ;■ I- 

(d)(1). A limited ninety- day inquiry may be Conducted 
regarding a United States person who Is the. target of an s^snt. Vir T! 'V" 
of a foreign power, provided that — '■ g A' fAggyt-; 

(A) the Inquiry is necessary to identify the target 

and to determine the probable nature of the agent's interest I 
in the target; and - ? I ^ ' .. 

(B) . ’ the techniques used in the inquiry are limited to - ’ 
name c creeks , suer physical surveillance as is necessary for -** 
Identifying the target, and such Interviews as" are necessary 
for determining the probable nature of the agent's Interest-! ;. 

Approved for ^Releas^ 20021/65/25 T Cr/tRDP85-00^ V ; ; 


' ftpppoved^r 

ia the target, provided that such interviews are 
conducted in such a manner as to minimire any. adverse 
effects on the target, - 

(2) A limited ninety-day inquiry, may be conducted 
regarding a United States parson being considered as a poten- ‘ 
tr. : il source of assistance in the conduct of an authorized 
foreign counterintelligence ‘investigation, provided that ‘ 

(A) there is a bona fide expectation that the 

person will be used as a source of assistance in the - - 

conduct of such an investigation; and . - , - : •' 

(B) the techniques used in the inquiry are limited /- 
to name cnedcs and such interviews as- are necessary to -i - ' -i 
determine the fitness of. the person for use as a source IriSjf 

- of assistance in the conduct of such an investigation/ 1 --'!*:- 
provided that such interviews are conducted in such "k 
manner as to minimize any adverse effects on the person ' 

(f)(1). The intentional collection of information for ’ ' -h ; 

foreign counterintelligence purposes outside the United .States ! : . 
concerning United States persons shall be limited to; ■ ' 

(A) information concerning United States persons - :yj 

who reside abroad and are . officers or employees of a ’ - 
foreign power; . .. v'f • 1 

(B) information which is evidence that a United States ’-/ 
person may be an agent of a foreign power; f ‘ 

(C) information which is evidence that a United States.'-’ 

person may be a target of intelligence activities of 
foreign power; . J 

(•^) info r mat ion concerning a United States person -who 
may be a source of assistance in the conduct of properly - ' . 

authorized foreign counterintelligence activities. 

(E) information which evidences or concerns a possible 


threat to the physical safety of any person; \ 

(F) information which is evidence that a United .- 
States person is engaged in the unauthorized .disclosure 
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of properly classified. r.aCiC’iial security information.. I- 

Such, intentional collection .or information for r 

foreign counterintelligence purposes may involve, whan necas- - 

sary to acquire the information, the use of — . ' ■ - 

% - _ 

\A) overt technique's and harne checks; - 

(B) records reviews; ' - 

(C) physical and photographic' surveillance, under 

procedures established by the agency bead with the 
approval of the Attorney General; -A; . 

(B) covert h uman sources, under procedures established 
by the agency head with the approval 'of the Attorney Gertaf-al 

(E) covert investigative techniques, under procedural v 

established by the agency head with : the approval of the .-tiy - 
Attorney General; 7 . • .--k : 1 : ; ;<■ V . ■- ■/; : ; , - 

(F) electronic surveillance,, as defined in Title 

the Overseas Suirveillance Act, and in' accordance with the - 

standards and procedures of that Act-'.. 1 - - • . ' " ’ ■ i ' 

(3) The Attorney General or his delegate shall review at ^ ■ 
least annually all foreign counterintelligence activities ‘in- : 
volving the intentional collection of information outside the \ 
United States concerning United States persons to detezsine ~ v 
whether the standards and procedures of this subsection have’ T ■' - i 
been met. .. .'.A p-'- ■.'-.1.-.. 
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NATIONAL FOKEIGSl INTELLIGENCE ACTIVITIES 


Sec. 205(a)(1).' National foreign Intelligence activities 
authorised under Title I may be directed at a U.S. person, only, ' 
in accordance with the provisions of this section. 

(2) National foreign intelligence activities may involve 
the collection, maintenance, use, or dissemination of in for- 
mat: ion concerning if 31 persons acquired from publicly available 
sources under regulations promulgated by the entity directors, 
provided that v 1 1 -i 1 ~ , ,v 


(A) the information, is relevant to the mission of l : i; 

. the entity which collects, maintains , ' uses, or dissemi- . . V 

nates it; and >■--..•/= i’ r ’ * f Vm' V 

(B) special care is taken to insure that domestic 
political or personal information 'about United States 
persons is not' collected, maintained, used, or dissemi- - 

. rated under the mistaken belief that ic is relevant.*:' - 

(3) National foreign intelligence activities may involve 
the conduct of a limited ninety-day inquiry regarding 'a United 
States person being considered as a potential source of assis- : *'- 
tance in the conduct of national foreign intelligence activities - 

. (A) there is a bona fide expectation that the .-/.V."’ -^1- 

person will be used as a source of assistance in the . L 

conduct of such activities; and vi; 

(B) the techniques used in the inquiry are limited .’"I: 
to name checks and such interviews with the person and ' V-' ;r 
with persons who know him as are necessary to determine - 
the person’s fitness for use as a source of assistance in - 
the conduct of specific national foreign intelligence 
activities. ■ . - 

(A) National foreign intelligence activities may involve 
the intentional collection of nonpublicly available information 
about a United States person or organization if the Attorney t ; 
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General makes a prior bitten finding that:: .*' ' ‘ './’ ':•• .- i ' : - 

(A) the person or organization is an agent of ‘ / 

a foreign power; "■ .. . ■ ‘ • ' . ■' .. v 

(B) the person resides abroad and is an officer • - ' ' 

or employee of a foreign power; ’ . ■ ' 

(C) the organization is a foreign power; or ~ ' 

-(D) the information being sought is essential to 

the national defense or the conduct of the foreign * 

affairs of the United .States . / f . - ■ \ v : 

(5) National foreign intelligence activities may involve v r''i’ 
the incidental acquisition of nonpublicly available ixifoiaiation"'' 
about a United States person from collection activities directed 
against foreign powers, organizations; or persons * provided. 

that the information is maintained, used, ‘and disseminated ia 
accordance with the standards and procedures ■ of Sac- . 206 J 

(6) The Attorney General or his . delegate shall review - 
all national foreign intelligence activities involving the / V 
collection or incidental acquisition of nonpublicly available 
information about United States persons at least' every- ninety days — - 
to determine whether such activities satisfy the requirements - 

of this section* ’ : -vf Y'-- Y%YY?Y’ Y i\. :Y;"YY YYY - 

(b)(1). National foreign intelligence activities may -'f Y-V-'V: 
involve the placement' or recruitment of ' a covert humart somrca 
within a United States organization, ‘ without the knowledge of ■ 

the principal executive officer or officers of the organization^ 7 5^-'- 

(A) for the sole purpose of preparing the covert: ^ 

human source for assignment to a national foreign Intel- ' -Y 
ligence activity outside, the United States; , - ; . A 

(B) for such time as is necessary to accomplish 

this purpose; ’' V - Y 

(C) if the director of the entity which handles the 
source makes a written finding that such action is essential " 
for national foreign intelligence purposes of vital ‘ 'y 
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importance Co the United States; ' '* 

(D) under procedures approved by the Attorney 
General or his delegate reasonably designed to prevent 
the misuse of participation of the covert human’ source 
in the act-ivxtias of the organisation and the misuse 

of any information obtained ' from such participation; and 

(E) if no information about a United States person ■ 
acquired from the covert human source is disseminated 
outside the entity which handles the source, unless such 
inxormation pertains to felonious criminal conduct or a- V 

; threat of death:- or serious bodily harm,.. in which case - y 

such information may be disseminated only with the appro vad ' 
of the Attorney: General or his delegate/ , 

(2) National foreign Intelligence activities may involve v: " 

the use of a covert human source who is employed by a United ‘‘- in- 
states organization, . where the activities of th& source xelate S' : 
to his employment, only if the principal : executive officer or 
officers of the employing -organization are informed of the ’ i 
nature of the activities of the covert human source^- i - "i f' 
( c ) Cl) No United States person who is not a regular - - . - y 
employee of an entity of the Intelligence Community may be used ^ 
to.assrst in the conduct of national foreign intelligence , 
activities ualess — 

(A) the assistance is completely voluntary' ;* 

(B) no pressure that , would significantly impair 

the person’s ability to make a free and rational choice 
has-been brought .to bear upon the parson; and, ‘ 3 

(C) the person is informed of the nature of the ' 
assistance and or any reasonably anticipated adverse : 
consequences such assistance may have for him. 

(2) No United States organization which is not a foreign - 
power may be used to assist in the conduct of national foreign 
intelligence activities unless — ■* : 
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(A) the principal executive officer or officers ‘ V - 

of the organization, voluntarily agree to provide the 7 *' h " -. 
assistance; : ■ . . - f : _ 

(B) no pressure that ‘would significantly impair 

the ability of the principal executive officer or 
officers of the organization to make a free and rational 
choice has been brought to bear upon them.; ’ 

(C) the principal executive officer or officers are 

informed of the nature of the assistance and of any reason- 
ably anticipated adverse consequences such as sis trance 'may ~ "■ ; 
have for the organization; and ./’ - • . - v‘; ' vrl ■' 

(D) the principal executive officer or. off icersV‘:lV^''-':£i: : 

give assurance that the assistance is not in violation of " - 
the charter,, constitution, bylaws, or rules and regulations l'?:| 
of the organization. . f Sc 

(3) No United States educational or private voluntary or ] 

nonprofit organization which assists in the conduct of national f ^ f 
foreign intelligence activities may receive any covert financial. : ' 
assistance or support for such activities , direct . or . indirect^' 
from the Government of the United States if V-t- h 

(A) . No United States educational, private voluntary ^ or -g ^ 

nonprofit organization may be used by an entity of the Intel— ■ 11 A-' ’■ . 
ligence Conmmity to assist in the conduct of national foreign. i: - hr 
intelligence activities unless the entity director takes a ,'g; . ‘.-' -vi z 
prior written finding that the activities to be assisted axe f ’1-zrii 1 
necessary to the national defense^ or the conduct of the foreign TfK'T^ 
affairs of the United States. . f'i’fr . ' hi ' 

(5) No alien lawfully admitted for permanent resident • f 
(as defined in section 101(a)„(20) of the Immigration and \\ f f- 
Nationality Act) who has applied for United States citizenship 
may be recruited as a covert human source by an entity of the 
-Intelligence Community of the United States. - 
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MAINTENANCE , USE, MU DISSEMINATION OF INFORMATION 


Sec. 206(a). In£ormation. aiout United States parsons 
acquired y intentionally ,or In r . I de n t al I v _ in tn^ course- of 1 
national foreign intelligence and foreign counterintelligence 
activities authorized under Title X may be maintained „ used, 
and disseminated only in accordance with the provisions of this 
section. 

(h)(1) Except as provided in paragraph (2), personally 
identifiable information about a United States person .shall Le f 
maintained only if that information is. relevant to an authorized 
national foreign intelligence- or foreign counterintelligence 'y~ 
activity and is obtained in compliance with, this Act- \'ry yydyj- If: 

(2) No p srs onally identifiab le information ; about the - ■ ~ -Id - 
political beliefs or associations, or private" lives, of . United : 
States persons shall be maintained , except such information as . 
is- clearly necessary for an authorized national foreign Intel—' ~ 
ligence or, foreign counterintelligence activity.; --- ; 

(c) (1) Personally identifiable information about a United . 
States person shall be sealed within seven years, unless such. \ ' "y 
information is evidence of a specific act in violation of law “ :~7 
or appears on its face necessary to another authorized national. 
foreign., intelligence or foreign counterintelligence activity. y Iffy! 

(2) All personally identifiable information about United;;! 
States persons which has been obtained through the use of y y 
techniques not authorized hy this Act shall be either sealed i . . 

or purged as soon as practicable.- - . ' y’ y-i'y 

(d) (1) Information about a United States person, may be - * V 

used or disseminated only — - * 'y '■ ' 

(A) for the purpose of assessing the effectiveness 

or security of the technique by which the information was 

acquired; . .. ... .... u 


(B) if the person has consented to the use or 


disseminat 


ran or suca unto relation - 
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(D) to another entity of the Intelligence Community 
if relevant to an activity of that entity authorized by lav- 
(?) to an intelligence or law enforcement agency of 
a foreign government > if relevant to an activity which a 
similar agency of the United States is authorized by law 
to carry out; 1 

(G) to any other Federal , State, local, or foreign 

government officials if necessary to inform such officials 
of illegal acts within their jurisdictions, provided that 
the Attorney General or his delegate shall be notified of 
all such disseminations; , _ -l.iy 

(H) to such other persons, including potential l : - r ¥5 
targets, as are necessary to protect life and property 

- from a direct threat of violence, provided that the Attorney fcfy.fr 
General or his delegate shall be notified of all such dis— 

:• seminations. -f . : . "f i '• 

(3) Records shall be maintained of .all di s s eminatians of 
personally identifiable, information about United States parsons A ll A ; 
acquired, intentionally or incidentally, in the course of national ' -lev 
foreign intelligence and foreign counterintelligence activities, 

(A) No personally identifiable information about a United 
States parson shall be disseminated to the President or any employee, , 
of the Unite House Office, to any Federal official, to any member 
of the news media, or to any other’ person for political' or any 
other improper purpose', including the discrediting of any parson 
critical of the President or of an entity of the Intelligence 
Community of the United States. ’ ' V''; 

(5) The Attorney General or his delegate shall review 
at least annually all maintenance, use, and dissemination of 
personally identifiable information about US. persons to 
determine whether the standards and procedures of this section 
have been met. 
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GENERAL RESTRICTIONS 


Sec. 207(a). ^ The ■ restrictions and procedures of tni ^ 
section apply to all national foreign Intelligence and 
foreign, counterintelligence activities authorized under Title I 

t 

(b) National foreign intelligence and foreign counter- ' 

intelligence 'activities may be directed at a United States 
person If the person gives informed written consent to the 
specific activities , provided that such activities are under- 
taken under regulations promulgated by the Director irith the 
approval of the Attorney General/' - it- 

(c) In exigent circumstances „ inhere awritten finding *hyiv : 

the Attorney General or his delegate, the Director > or t be 
entity Director is required prior to the initiation of a /, 
national foreign Intelligence or foreign count: erlnteXligcnce ■ - 
activity, the finding may be made within twenty-four hours t 

after the proposed activity Is initiated, provided that if . r d : : 
the appropriate official declines to make' that finding, any 
information acquired about a United States person shall be 
sealed or purged, ■ ■ ■ - -I" I:?/:/ iV* Iv'fl 

(d) No national foreign intelligence - of foreign counter—" 

intelligence activity conducted within the United States- or 
directed against a United States person shall involve the -.use _ ‘ ' 
of physical force, except In accord with law, or any apoaratos’. - 
or technique contrary to fundamental standards of due process V 
under the Constitution and laws of the United States, * : ■ 



(e) All national foreign Intelligence and foreign counter- 
intelligence activities involving contacts, including interviews 
with or regarding United States persons shall be conducted lia a 
manner so as to minimize any adverse effects on United States 
persons who have not violated Federal law, such as causing 
employers or other associates to form an unfavorable opinion 
of the person, influencing the person to curtail or modify his 


Approved 
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advocacy of political ideas or, his participation in lawful, 
political, social, religious, educational, or economic 
activities, or discouraging United States persons from associ- 
ating with a group, for the purpose of petitioning the Government 
for the redress of grievances. . 

(f) No entity of the Intelligence Community shall request 
or otherwise encourage, directly or indirectly, any person, 
organisation, or agency of government to undertake activities 
or employ techniques which the Intelligence Community is for- 
bidden to undertake or employ by the Constitution or laws of I V" yy 
the United States . ■ . . V.-VA-AV- V: • : A A .A. A"' iA/vAAA. 

■; (g) No entity of the Intelligence Community may employ a/A : yAvA 

false identification or other "pretext" technique to conceal fronr-vf A 
a United States person the government affiliation of an employe e 
or contractor of the Intelligence Community, except under regu- AAAyA 
1 at ions promulgated by the Director with the approval of tfce : A~ AA 

Attorney General. v AA A “V VA A A, 5 --” AAA AV~*A AAbVAAVA’^if 

V (h) No otherwise privileged communication shall lose its ; - V i AgA 
privileged character as a consequence of this Act; and. the ASSA: 

Attorney General shall promulgate regulations to protect privilege dVr';' 
communications against national foreign intelligence and foreign ” : : ;A’ 
counterintelligence activities. .. V-V - -"VA --/AAr; 

(1) (1) Except as otherwise expressly authorised in this At ; VVlS 
Act, no entity of the -Intelligence Community shall — A A -A A;hAA VlAjuV 

(A) • provide services, equipment; personnel or 

facilities to the Law Enforcement Assistance Admin? s- A l 
tration or to State or local police organizations of A/AAv 

the United States; and : • •' iAAAA 

(B) . participate in or fund any law enforcement A;: 

activity within the United States. - 

(2) With the prior written approval of the Attorney General.^ 

or his delegate, an entity of the Intelligence Community may A .-: 

provide specialized equipment or technical knowledge for use by V'.A 


Approved F GlA^R^ 


- 




Approved Poi^^Bfe^ 2 


-20 — 






a Federal law enforcement: agency, other than the Law Enforce- / - : 

ntnf Assistance Administration, provided that: the Attorney 

General shall publish an annual report describing the nature 

* - l * 
of the equipment or knowledge provided to such law enforce- ■ ' 

ment agency. * ' 

i - 

(3) In order to provide appropriate security for the 

installations and grounds of the entities of the Intelligence 
Community, the entity Directors may appoint and assign security 
officers for duty in connection with the policing of such 
installations and grounds. Security officers shall, at such. - 
installations and grounds, have the same, powers as sheriffs' - . ' \ 

and constables for the protection of persons and' property/ / - ’ l 
to prevent breaches of the peace, to suppress affrays or i^nlaw— - 
ful assemblies, and to enforce any rules and regulations made’* 
and promulgated by the entity Director far such, installations 

and grounds- The jurisdiction and policing powers of such.' : * ; V , i 
security officers . shall not extend to the service of civil '* y'/f 
process. . ■ / • v . ^ F " v "-irj 

(4) Such employees of the entities of the Intelligence "./-A- 

Community as may be designated by the entity Directors shall be - 
arborized to carry firearms , within ' the.. United States^ for • V - 
courier protection of documents of the entities of the Intelligence 
Community and for the protection of the. entity Directors, : such :y”-f 
other officials of the entities of the Intelligence. Community as '■ : r:¥ 
the entity Directors may designate ^ and defectors from foreign. 
countries. v if f;yr- 

(5) The entities of the Intelligence Community of the Uni ted 

States may conduct limited physical security checks of persons. - ' f- 
who are or will be within, on the grounds, or In the immediate ' 

vicinity of the facilities of an entity of the Intelligence Com- 
munity, provided that limited physical security checks may Involve \ 
only the use of — - ‘ 

(A) name checks; and t- ~ 
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(3) physical surveillance while the United States 
person, is within, on the grounds, of or in the immediate 
vicinity. of the facilities of an entity of the Intelligence 
Community. 

(6) The entities of the Intelligence Community may investi- 
gate a parson who is, or may bte, involved in activities which 
pose a clear threat to the physical safety of the facilities 

or personnel of an entity of the Intelligence Community of the 
United States, provided that ho entity of the Intelligence Com- ' 
munity, other than the Federal Bureau of Investigation .shall- - 

conduct such, investigations within the United States. ' 

(7) An agency of the Intelligence Community may assist 

the Federal Bureau of Investigation in the conduct of domestic^ in- 
security activities outside the United States, provided that 
such activities are carried out in accordance with the standards 
and procedures for domestic security activities of the Federal 
Bureau of Investigation, \ ^ 
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PROHIBITION OF MILITARY* SURVEILLANCE 



Ssc. 209(a). Except: as othemsa provided In this Act with 
respect to entities of the Intelligence Community of the United 
States , the Department of Defense may not engage in any intelli- 
gence activities or law enforcement activities directed at a 
Urtrced States person who is not a member of the Armed Forces a 
civilian employee of the Department of Defense,' an officer or 
employee of a contractor of the Department of Defense „ or a 
prospective employee of such department or contractor of such 
department unless — - 

(1) such activities take place within the boundaries of / ' 

facilities and installations of the Department of Defense to the 
extent necessary to .protect the security of such installations-, 
and facilities and the property thereon and Insure compliance . f- 
with rules and regulations applicable r to- such facilities -and I : 
installations; - / ' - 'v : y - A : -_ y/.vnr h 

(2) such activities Involve the conduct of investigations v ’ 

of persons reasonably suspected of being involved in a civil ; : -i ;- l . 
disorder after the President has ordered members of the Armed ' 
Forces to the site of such disorder/ but only to the extent races— 
sary to fulfill the military mission and to the extent that the - 
information cannot be obtained from the Department of Justice h . / 
or other law enforcement agencies ; or * /y: y 

(3) such activities Involve the collection of information 1 i'. 
about geography, logistical matters/ and the Identity, of local h 
government officials of any area xyhere members of the Armed : - 
Forces are likely to be assigned to duty In connection with a - AfF 
civil disorder, but only to the extent that such information 

is necessary to the positioning, support, and effective use of 
members of the Armed Forces In such area. * 

(b) An investigation of a person suspected of being 
involved In a civil disorder under subsection (a) (2) may ^ 

involve, when necessary to obtain information for the in 
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(A) overt techniques and name checks; 

(B) physical and photographic surveillance ; and 

(C) record reviews." ; . . • . 

ASSISTANT ATTORNEY GENERAL FOR INTELLIGENCE OVERSIGHT 

Sac. 210(a)(1). There is established within the Department of 
Justice the Office of ' Intelligence Oversight which shall be 
headed oy an Assistant Attorney General who shall be appointed - 
by the President, with the advice and consent of the Senate.-. \ 

(2) The Assistant Attorney General for the Office of i.- : ! . 

Intelligence Oversight may serve as the Attorney General’s ~ '• 

delegate for the performance of duties assigned to the Attorney • 
General or his delegate under this Act. ' y_ 

(3) The Director of National Intelligence and the heads 

of the entities of the Intelligence Community shall make available 
to tr - e Assistant Attorney General for the Office of Intelligence ‘ 
Oversight such information and assistance as he finds necessary, ’ u. 
to carry out his functions. V -v.,.-’. ' : . '"1/ ‘ : 

(b) The Attorney General or his delegate shall be respon.- 
s ib le for ensuring that all national foreign intelligence and ' 
foreign counterintelligence activities are in .compliance with the 
Constitution and laws of the United States. In discharging this 
responsibility, the Attorney General or his delegate shall 

CD Approve or disapprove all- regulations' proposed - : V 1 
by the Director of National Intelligence or the heads of 
the entities of the Intelligence Community to implement any 
requirement of this Act; , ' .... 

(2) 'Upon the request of any entity of the Intelligence 
Community, provide interpretations of any law or regulation 
related to national foreign intelligence and foreign counter-, 
intelligence activities, including proposed activities. 
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8 NOV 1377 

MEMORANDUM FOR: General Counsel 

FROM: Robert W. Gambino 

Director of Security 

SUBJECT: Review of "Intelligence Activities and 

Individual Rights" Draft 


1. This Office has reviewed, in the limited time afforded 
it, the Draft entitled "Intelligence Activities and Individual^ 
Rights." There are certain concerns and questions which have 
become evident from this review and these are detailed in the 
commentaries which are provided in the subsequent paragraphs. 

a. Page 14, (c)(5) No alien lawfully admitted 
for permanent resident (as defined in section 101(a) 

(20) of the Immigration and Nationality Act) who has 

.applied for United States citizenship may be recruited 
as a covert human source by an entity of the Intelligence 
Community of the United States. 

Comment: While this Office fully understands the 

intent of (5), there are definite questions presented 
regarding its applicability to necessary defector handling 
defector debriefings, etc. This Office believes that 
these questions must be clarified. 

b. Page 15, (c)(1) Personally Identifiable Infor- 
mation about a United States person shall be sealed 
within seven years, unless such information is evidence 
of a specific act in violation of law or appears on its 
face necessary to another authorized national foreign 
intelligence or foreign counterintelligence activity. 

Comment : This Office questions the prudence of "sealing" 

such information as mentioned in this section and else- 
where, and wonders why "seven years" is the chosen period 
of time. Elsewhere it is stated that material can be 
unsealed for compelling reasons. This Office desires a 
precise defining of those "compelling reasons." 


OS 7 4S1 2 
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c. Page 15, section 206(d) (1) Information 
about a United States person may be used br 
disseminated (followed by nine conditions) . 

Comment : A literal interpretation of provisions 

(A) through (J) would seriously limit our use of 
the National Agency check as an investigative 
tool. It would appear that this Office could 
conduct no checks without permission of the 
person concerned. This would eliminate our 
support to DDO in the processing of Operational 
Approvals . The entire section appears to be in 
contradiction with other provisions of the draft, 
and without clarification is confusing to the 
point tha,t this Office can only suggest a 
complete revision to specify legal intent. 

d. Page 19, section 207(g) No entity of 
the Intelligence Community may employ e/f a false 
identification or other "pretext" technique to 
conceal from a United States person the govern- 
ment affiliation of an employee or contractor 
of the Intelligence Community, except under 
regulations promulgated by the Director with 
the approval of the Attorney General. 

STATINTL I ' ' I 


of the Intelligence Community. This Office 
wishes to note that portion which states that 
these arrangements can be approved under 
regulations promulgated by the Director with 
the approval of the Attorney General and to 
strongly urge that immediate action be taken 
to effect such approval. 

2. This Office also reserves full acceptance of all other 
portions and sections because of the limited time available for 
review. It is the position, here that there could be some very 
critical, hidden problems in this draft.. 


STATINTL 


Robert l£. / Gambino 
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